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COSO: Committee of Sponsoring Organisations of the Treadway Commission. Internal Control - Integrated
Framework. 2 Vols. American Institute of Certified Accountants, New Jersey, 1994.

OECD Guidelines: Organisation for Economic Co-operation and Development. Guidelines for the Security of
Information, Paris, 1992.

DTI Code of Practice for Information Security Management: Department of Trade and Industry and British
Standard Institute. A Code of Practice for Information Security Management, London, 1993, 1995.

I SO 9000-3: International Organisation for Standardisation. Quality Management and Quality Assurance Standards -
Part 3: Guidelines for the Application of 1SO 9001 to the development, supply and maintenance of software,
Switzerland, 1991.

NIST Security Handbook: National Institute of Standards and Technology, U.S. Department of Commerce. An
Introduction to Computer Security: The NIST Handbook, Washington, DC, 1995.

ITIL IT Management Practices. Information Technology Infrastructure Library. Practices and guidelines developed
by the Central Computer and Telecommunications Agency (CCTA), London, 1989.

IBAG Framework: Draft Framework from the Infosec Business Advisory Group to SOGIS (Senior Officials Group
on Information Security, advising the European Commission) Brussels, Belgium, 1994.

NSW Premiers Office Satements of Best Practices and Planning Information Management and Techniques:
Statements of Best Practice #1 through #6. Premier’s Department New South Wales, Government of New South Wales,
Australia, 1990 through 1994.

Memorandum Dutch Central Bank: Memorandum on the Reliability and Continuity of Electronic Data Processing
in Banking. De Nederlandsche Bank, Reprint from Quarterly Bulletin #3, Netherlands, 1998.

EDPAF Monograph #7, EDI: An Audit Approach: Jamison, Rodger. EDI: An Audit Approach, Monograph Series#7,
Information Systems Audit and Control Foundation, Inc., Rolling Meadows, IL, April 1994.

PCIE (President’s Council on Integrity and Efficiency) Model Framework: A Model Framework for Management
Over Automated Information Systems. Prepared jointly by the President’s Council on Management Improvement and
the President’s Council on Integrity and Efficiency, Washington, DC, 1987.

Japan Information Systems Auditing Standards: Information System Auditing Standard of Japan. Provided by the
Chuo Audit Corporation, Tokyo, August 1994.

Control Objectives Controls in an Information Systems Environment: Control Guidelines and Audit
Procedures: EDP Auditors Foundation (now the Information Systems Audit and Control Foundation), Fourth Edition,
Rolling Meadows, IL, 1992.

CISA Job Analysis: Information Systems Audit and Control Association Certification Board.  ertified Information
Systems Auditor Job Analysis Study  Rolling Meadow, IL, 1994.

CICA Computer Control Guidelines: Canadian Institute of Chartered Accountants, Toronto, 1986.

IFAC International Guidelines for Managing Security of Information and Communications: Internationa
Federation of Accountants, New York, NY, 1997.
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IFAC International Guidelines on Information Technology Management - Managing Information Technology
Planning for Business Impact (Draft): International Federation of Accountants, New York, NY, 1998.

Sandards for Internal Control in the U.S. Federal Government: U.S. General Accounting Office, Washington,
DC, 1983.

Guide for Auditing for Controls and Security, A System Development Life Cycle Approach: NBS Special
Publication 500-153: National Institute of Standards and Technology, U.S. Department of Commerce, Washington,
DC, 1988.

Government Auditing Sandards: U. S. General Accounting Office, Washington, DC, 1994.

Denmark Generally Accepted IT Management Practices. The Institute of State Authorised Accountants, Denmark,
1994.

SPICE: Software Process Improvement and Capability Determination. A standard on software process improvement,
British Standards I nstitution, London, 1995.

DRI International, Professional Practices for Business Continuity Planners. Disaster Recovery Ingtitute
International. Guideline for Business Continuity Planners, St. Louis, MO, 1997.

I1A, SAC Systems Audibility and Control: Institute of Internal Auditors Research Foundation, Systems Audibility
and Control Report, Altamonte Springs, FL, 1991, 1994,

I1A, Professional Practices Pamphlet 97-1, Electronic Commerce: Institute of Internal Auditors Research
Foundation, Altamonte Springs, FL, 1997.

E & Y Technical Reference Series: Ernst & Young, SAP R/3 Audit Guide, Cleveland, OH, 1996.
C & L Audit Guide SAP R/3: Coopers & Lybrand, SAP R/3: Its Use, Control and Audit, New York, NY, 1997.

ISO IEC JTCLSC27 Information Technology - Security: International Organisation for Standardisation (1SO)
Technical Committee on Information Technology Security, Switzerland, 1998.

ISO IEC JTC1/SC7 Software Engineering: International Organisation for Standardisation (ISO) Technica
Committee on Software Process Assessment. An Assessment Model and Guidance Indicator, Switzerland, 1992.

ISO TC68/SC2/WG4, Information Security Guidelines for Banking and Related Financial Services.
International Organisation for Standardisation (1SO) Technical Committee on Banking and Financia Services, Draft,
Switzerland, 1997.

CCEB 96/011, Common Criteria for Information Technology Security Evaluation: Common Criteria
Implementation Board, Alignment and comparison of existing European, US and Canadian IT Security Criteria, Draft,
Washington, DC, 1997.

Recommended Practice for EDI: EDIFACT (EDI for Administration Commerce and Trade), Paris, 1987.

TickIT: Guide to Software Quality Management System Construction and Certification. British Department of Trade
and Industry (DTI), London, 1994

ESF Baseline Control - Communications: European Security Forum, London. Communications Network Security,
September 1991; Baseline Controls for Local Area Networks, September, 1994.

ESF Baseline Control - Microcomputers: European Security Forum, London. Baseline Controls Microcomputers
Attached to Network, June 1990.
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Computerised I nformation Systems (CIS) Audit Manual: EDP Auditors Foundation (now the Information Systems
Audit and Control Foundation), Rolling Meadows, IL, 1992.
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AICPA
CICA
CISA
CCEB
Control

COSO
DRI

DTI
EDIFACT
EDPAF
ESF

GAO
14

IBAG

IFAC

HA
INFOSEC
ISACA
ISACF
ISO
1SO9000

IT Control Objective

ITIL
ITSEC

NBS

NIST (formerly NBS)

NSW
OECD
OSF
PCIE
SPICE

TCSEC

TickIT

American Institute of Certified Public Accountants

Canadian Institute of Chartered Accountants

Certified Information Systems Auditor

Common Criteria for Information Technology Security

The policies, procedures, practices and organisational structures designed to provide
reasonable assurance that business objectives will be achieved and that undesired
events will be prevented or detected and corrected

Committee of Sponsoring Organisations of the Treadway Commission

Disaster Recovery Institute International

Department of Trade and Industry of the United Kingdom

Electronic Data Interchange for Administration, Commerce and Trade

Electronic Data Processing Auditors Foundation (now ISACF)

European Security Forum, a cooperation of 70+ primarily European multi-nationals
with the goal of researching common security and control issues in IT

U.S. General Accounting Office

International Information Integrity Institute, similar association as the ESF, with
similar goals but primarily U.S.-based and run by Stanford Research Institute
Infosec Business Advisory Group, industry representatives who advise the Infosec
Committee. This Committee is composed of government officials of the European
Community and itself advises the European Commission on IT security matters
International Federation of Accountants

Institute of Internal Auditors

Advisory Committee for IT Security Matters to the European Commission
Information Systems Audit and Control Association

Information Systems Audit and Control Foundation

International Standards Organisation (with offices in Geneva, Switzerland)

Quality management and quality assurance standards as defined by 1SO

A statement of the desired result or purpose to be achieved by implementing
control procedures in a particular IT activity

Information Technology Infrastructure Library

Information Technology Security Evaluation Criteria. The harmonised criteria of
France, Germany, the Netherlands and the United Kingdom, since then also support
by the European Commission (see also TCSEC, the U.S. equivalent)

National Bureau of Standards of the U.S.

National Institute of Standards and Technology, based in Washington, D.C.
New South Wales, Australia

Organisation for Economic Cooperation and Development

Open Software Foundation

President’s Council on Integrity and Efficiency

Software Process Improvement and Capability Determination - a standard on
software process improvement

Trusted Computer System Evaluation Criteria, also known as The Orange Book:
security evaluation criteria for computer systems as originally defined by the U.S.
Department of Defense. See also ITSEC, the European equivalent

Guide to Software Quality Management System Construction and Certification
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