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1. Quality of the Translation
This Work is translated into Japanese from the English language version of CoBIT 4.0 by the ITGI Japan with the permission of
the IT Governance Institute. The ITGI Japan assumes sole responsibility for the accuracy and faithfulness of the translation.
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2. Copyright Notice

©1996, 1998, 2000, 2005 IT Governance Institute (“ITGI”). All rights reserved. No part of this publication may be used, copied,
reproduced, modified, distributed, displayed, stored in a retrieval system, or transmitted in any form by any means (electronic,
mechanical, photocopying, recording or otherwise), without the prior written authorization of ITGI.
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3. Disclaimer

ITGI created CoBIT 4.0 (“Work”) primarily as an educational resource for controls professionals. ITGI makes no claim that use
of any of the Work will assure a successful outcome.The Work should not be considered inclusive of all proper information,
procedures and tests or exclusive of other information, procedures and tests that are reasonably directed to obtaining the same
results. In determining the propriety of any specific information, procedure or test, the controls professional should apply his or
her own professional judgment to the specific circumstances presented by the particular systems or information technology
environment.
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CoBIT £ 3l [CoBIT 4.0 COBIT £ 3 i COBIT 4.0 COBIT £ 3 it COBIT 4.0
PO1 Define a strategic IT plan. 2.3 Data classification scheme 23 4.5 Responsibility for quality 4.7
1.1 IT as part of the organisation’s|1.4 2.4 Security levels 2.3 assurance
long-and short-range plan PO3 Determine technological direction. 4.6 Responsibility for logical and (4.8
1.2 IT long-range plan 1.4 3.1 Technological infrastructure  [3.1 physical security
1.3 IT long-range planning 1.4 planning 4.7 Ownership and custodianship |4.9
—approach and structure 3.2 Monitor future trends and 3.3 4.8 Data and system ownership  |4.9
1.4 IT long-range plan changes |1.4 regulations. 4.9 Supervision 4.10
1.5 Short-range planning for the (1.5 3.3 Technological infrastructure 3.1 4.10 Segregation of duties 4.1
IT function contingency 4.11 IT staffing 4.12
1.6 Communication of IT plans 1.4 3.4 Hardware and software 3.1, Al3.1 4.12 Job or position descriptions |4.6
1.7 Monitoring and evaluating of |1.3 acquisition plans for IT staff
IT plans 3.5 Technology standards 34,35 4.13 Key IT personnel 4.13
1.8 Assessment of existing 1.3 PO4 Define the IT organisation and 4.14 Contracted staff policies and |4.14
systems relationships. procedures
PO2 Define the information architecture. 4.1 1T planning or steering 4.3 4.15 Relationships 4.15
2.1 Information architecture 2.1 comittee PO5 Manage the IT investment.
model 4.2 Organisational placement of |4.4 5.1 Annual IT operating budget  [5.3
2.2 Corporate data dictionary and |2.2 the IT function 5.2 Cost and benefit monitoring |5_4
data syntax rules 4.3 Review of organisational 4.5

achievements

4.4 Roles and responsibilities 4.6
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5.3 Cost and benefit justification |1.1, 5.4, 5.5 [8.2 Practices and procedures for [ME3.2 10.12 Training plan Al7.1
PO6 Communicate management aims and complying with external 10.13 Post-implementation 10.14 (—
direction. requirements review plan &B)
6.1 Positive information control  |6.1 8.3 Safety and ergonomic MES3.1 PO11 Manage quality.
environment compliance 11.1 General quality plan 8.5
6.2 Management's responsibility |6.3, 6.4, 6.5 |8.4 Privacy, intellectual property [ME3.1 11.2 Quality assurance (QA) 8.1
for policies and data flow approach
6.3 Communication of 6.3,6.4,6.5| |8.5 Electronic commerce ME3.1 11.3 QA planning 8.1
organisation policies 8.6 Compliance with insurance ME3.1 11.4 QA review of adherence to IT|8.1, 8.2
6.4 Policy implementation 6.4 contracts standards and procedures
resources PO9 A risks. 11.5 System development life 8.2,8.3
6.5 Maintenance of policies 6.3,6.4 9.1 Business risk assessment 9.1,9.2,9.4| [cycle (SDLC) methodology
6.6 Compliance with policies, 6.3,6.4,6.5| |9.2 Risk assessment approach  [9.4 11.6 SDLC methodology for major|8.2, 8.3
procedures and standards 9.3 Risk identification 9.3 changes to existing technology
6.7 Quality commitment 6.3, 6.4, 6.5| (9.4 Risk measurement 9.1,9.2, 11.7 Updating of the SDLC 8.2,8.3
6.8 Security and internal control |6.2 9.3,94 methodology
framework policy 9.5 Risk action plan 9.5 11.8 Co-ordination and 8.2
6.9 Intellectual property rights 6.3,6.4,6.5| [9.6 Risk acceptance 9.5 communication
6.10 Issue-specific policies 6.3,6.4,6.5| |9.7 Safeguard selection 9.5 11.9 Acquisition and maintenance |8.2
6.11 Communication of IT security|6.3, 6.4, 6.5| |9.8 Risk assessment 9.1 framework for the technology
awareness committment infrastructure
PO7 Manage human resources. PO10 Manage projects. 11.10 Third-party implementor DS2.3
7.1 Personnel recruitment and ~ [7.1 10.1 Project management 10.2 relationships
promotion framework 11.11 Programme documentation |Al4.2,
7.2 Personnel qualifications 7.2 10.2 User department 10.4 standards Al4.3,Al4.4
7.3 Roles and responsibilities 7.4 participation in project initiation 11.12 Programme testing Al7.2, AI7.4
7.4 Personnel training 7.5 10.3 Project team membership  |10.8 standards
7.5 Cross-training or staff backup [7.6 and responsibilities 11.13 System testing standards  |Al7.2, Al7.4
7.6 Personnel clearance 7.7 10.4 Project definition 10.5 11.14 Parallel/pilot testing Al7.2, Al7.4
procedures 10.5 Project approval 10.6 11.15 System testing Al7.2, Al7.4
7.7 Employee job performance (7.8 10.6 Project phase approval 10.6 documentation
evaluation 10.7 Project master plan 10.7 11.16 QA evaluation of adherence|8.2
7.8 Job change and termination |7.8 10.8 System quality assurance  [10.10 to development standards
PO8 Ensure compliance with external plan 11.17 QA review of the 8.2
requirements. 10.9 Planning of assurance 10.12 achievement of IT objectives
8.1 External requirements review [ME3.1 methods 11.18 Quality metrics 8.6
10.10 Formal project risk 10.9 11.19 Reports of QA reviews 8.2
management
10.11 Test plan Al7.2
CoBIT Z 3 iR [coBiT4.0 | [CoBITE 3R COBIT4.0 | [CoBIT & 3 kR [coBIT 4.0
Al1 Identify automated solutions. 1.9 Cost-effective security 1.1,1.2 Al2 Acquire and maintain application
1.1 Definition of information 1.1 controls software.
requirements 1.10 Audit trails design 11,1.2 2.1 Design methods 2.1
1.2 Formulation of alternative 1.3,5.1, 1.11 Ergonomics 1.1 2.2 Major changes to existing 21,22,26
courses of action PO1.4 1.12 Selection of system software 1.1, 1.3 systems
1.3 Formulation of acquisition 1.3,5.1, 1.13 Procurement control 5.1 2.3 Design approval 2.1
strategy PO1.4 1.14 Software product acquisition [5.1 2.4 File requirements definition  [2.2
1.4 Third-party service 51,53 1.15 Third-party software 5.4 and documentation
requirements maintenance 2.5 Programme specifications 2.2
1.5 Technological feasibility study |1.3 1.16 Contract application 5.5 2.6 Source data collection design (2.2
1.6 Economic feasibility study 1.3 programming 2.7 Input requirements definition |2.2
1.7 Information architecture 1.3 1.17 Acceptance of facilities 5.6 and documentation
1.8 Risk analysis report 1.2 1.18 Acceptance of technology  |3.1, 3.2, 2.8 Definition of interfaces 2.2
3.3,56
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2.9 User-machine interface 2.2 3.3 System software security 3.1, 3.2, 3.3] |5.7 Testing of changes 74,76
2.10 Processing requirements 2.2 3.4 System software installation 3.1, 3.2, 3.3| |5.8 Parallel/pilot testing criteria  |7.6
definition and documentation 3.5 System software maintenance|3.3 and performance
2.11 Output requirements 2.2 3.6 System software change Al6.1, Al7.3| |5.9 Final acceptance test 7.7
definition and documentation controls 5.10 Security testing and 7.6
2.12 Controllability 23,24 3.7 Use and monitoring of system|3.2 accreditation
2.13 Availability as a key design 2.2 utilities 5.11 Operational test 7.6
factor Al4 Develop and maintain procedures. 5.12 Promotion to production 7.8
2.14 T integrity provisions in 2.3,DS11.5| |4.1 Operational requirements and |4.1 5.13 Evaluation of meeting user (7.12
application programme software service levels requirements
2.15 Application software testing |2.8, 7.4 4.2 User procedures manual 4.2 5.14 Management’s 7.12
2.16 User reference and support |4.3, 4.4 4.3 Operations manual 4.4 post-implementation review
materials 4.4 Training materials 4.3,4.4 Al6 Manage changes.
2.17 Reassessment of system 2.2 Al5 Install and accredit systems. 6.1 Change request initiation and [6.1, 6.4
design 5.1 Training 7.1 control
Al3 Acquire and maintain technology 5.2 Application software 7.6, DS3.1 6.2 Impact assessment 6.2
infrastructure. performance sizing 6.3 Control of changes 7.1
3.1 Assessment of new hardware (3.1, 3.2,3.3| [53 Implementation plan 72,73 6.4 Emergency changes 6.3
and software 5.4 System conversion 7.5 6.5 Documentation and 6.5
3.2 Preventive maintenance for [DS13.5 5.5 Data conversion 75 procedures
hardware 5.6 Testing strategies and plans 7.2 6.6 Authorised maintenance DS5.3
6.7 Software release policy 7.9
6.8 Distribution of software 7.10
COBIT £ 3 [k [CoBIT 4.0 COBIT £ 3 i COBIT 4.0 COBIT £ 3 it COBIT 4.0
DS1 Define and manage service levels. 3.7 Capacity management of 3.2 5.2 Identification, authentication |5.3
1.1 Service level agreement 1.1 resources and access
(SLA) framework 3.8 Resources availability 34 5.3 Security of online access to 5.3
1.2 Aspects of SLAs 1.3 3.9 Resources schedule 3.4 data
1.3 Performance procedures 11 DS4 Ensure continuous service. 5.4 User account management (5.4
1.4 Monitoring and reporting 1.5 4.1 1T continuity framework 41 5.5 Management review of user |5.4
1.5 Review of SLAs and contracts| 1.6 4.2 IT continuity plan strategy and|4.1 accounts
1.6 Chargeable items 1.3 philosophy 5.6 User control of user accounts [5.4, 5.5
1.7 Service improvement 1.6 4.3 IT continuity plan contents 4.2 5.7 Security surveillance 5.5
programme 4.4 Minimising IT continuity 4.3 5.8 Data classification P0O2.3
DS2 Manage third-party services. requirements 5.9 Central identification and 5.3
2.1 Supplier interfaces 2.1 4.5 Maintaining the IT continuity |4.4 access rights management
2.2 Owner relationships 2.2 plan 5.10 Violation and security activity|5.5
2.3 Third-party contracts Al5.2 4.6 Testing the IT continuity plan |4.5 reports
2.4 Third-party qualifications Al5.3 4.7 IT continuity plan training 4.6 5.11 Incident handling 5.6
2.5 Outsourcing contracts Al5.2 4.8 IT continuity plan distribution |4.7 5.12 Reaccreditation 5.1
2.6 Continuity of services 23 4.9 User department alternative |4.8 5.13 Counterparty trust 5.3, AC18
2.7 Security relationships 23 processing backup procedures 5.14 Transaction authorisation 5.3, AC17
2.8 Monitoring 2.4 4.10 Critical IT resources 4.3 5.15 Non-repudiation 5.1
DS3 Manage performance and capacity. 4.11 Backup site and hardware 4.8 5.16 Trusted path 5.11
3.1 Availability and performance [3.1 4.12 Offsite backup storage 4.9 5.17 Protection of security 5.7
requirements 4.13 Wrap-up procedures 4.10 functions
3.2 Availability plan 3.4 DS5 Ensure systems security. 5.18 Cryptographic key 5.8
3.3 Monitoring and reporting 3.5 5.1 Manage security measures. [5.1 management
3.4 Modelling tools 31 5.19 Malicious software 5.9
3.5 Proactive performance 33 prevention, detection and
management correction
3.6 Workload forecasting 3.3
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5.20 Firewall architectures and 5.10 10.4 Emergency and temporary |5.4, 12.3, 11.21 Media library management |11.3
connections with public networks access authorisations Al6.3 system
5.21 Protection of electronic value|13.4 10.5 Emergency processing 10.1, 8.3 11.22 Media library management |11.3
DS6 Identify and allocate costs. priorities responsibilities
6.1 Chargeable items 6.1 DS11 Manage data. 11.23 Backup and restoration 11.5
6.2 Costing procedures 6.3 11.1 Data preparation procedures |AC1 11.24 Backup jobs 11.4
6.3 User billing and chargeback |6.2, 6.4 11.2 Source document AC2 11.25 Backup storage 49,113
procedures authorisation procedures 11.26 Archiving 1.2
DS7 Educate and train users. 11.3 Source document data AC3 11.27 Protection of sensitive 11.6
7.1 Identification of training needs|[7.1 collection messages
7.2 Training organisation 7.2 11.4 Source document error AC4 11.28 Authentication and integrity |AC18
7.3 Security principles and PO7.4 handling 11.29 Electronic transaction 5.11
awareness training 11.5 Source document retention |AC5 integrity
DS8 Assist and advise customers. 11.6 Data input authorisation AC6 11.30 Continued integrity of 1.2
8.1 Help desk 8.1,8.5 procedures stored data
8.2 Registration of customer 8.3,8.4 11.7 Accuracy, completeness and |AC7 DS12 Manage facilities.
queries authorisation checks 12.1 Physical security 12.1,12.2
8.3 Customer query escalation (8.3 11.8 Data input error handling  |AC8 12.2 Low profile of the IT site 12.1,12.2
8.4 Monitoring of clearance 10.3 11.9 Data processing integrity  |AC9 12.3 Visitor escort 12.3
8.5 Trend analysis and reporting [10.1 11.10 Data processing validation |AC10 12.4 Personnel health and safety [12.1, 12.5,
DS9 Manage the configuration. and editing ME3.1
9.1 Configuration recording 9.1 11.11 Data processing error AC11 12.5 Protection against 12.4
9.2 Configuration baseline 9.1 handling environmental factors
9.3 Status accounting 9.3 11.12 Output handling and AC12 12.6 Uninterruptible power supply[12.5
9.4 Configuration control 9.3 retention S DS13 Manage operations.
9.5 Unauthorised software 93 11.13 Output distribution AC13 13.1 Processing operations 13.1
9.6 Software storage Al31 11.14 Output balancing and AC14 procedures and instructions
9.7 Configuration management  |9.2 recongilation manual
procedures 11 .15_Output review and error AC15 13.2 Start-up process and other [13.1
9.8 Software accountability 9.1,9.2 handling _ — operations documentation
DS10 Manage problems and incidents. 11.16 Security provision for output| AC16 13.3 Job scheduling 13.2
10.1 Problem management 10.1, 102, | [eports - — 13.4 Departures from standard | 13.2
system 10.3, 10.4 :11 A7 Pr.otectloln of sensitive. AC17 job schedules
10.2 Problem escalation 102 information during transmission 13.5 Processing continuity 131
10.3 Problem tracking and audit |10.2 and transport . 13.6 Operation logs _ 13.1
trail 11.18 Protection of disposed 1.4 13.7 Safeguard special forms and|13.4
sensitive information output devices
11.19 Storage management 1.2 13.8 Remote operations 5.11
11.20 Retention periods and 11.2
storage terms
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M1 Monitor the proc 3.2 Independent security and 2.5,3.7 3.7 Competence of independent |2.5, 3.7
1.1 Collecting monitoring data 1.2 internal control assurance function

1.2 Assessing performance 1.4 certification/accreditation of 3.8 Proactive audit involvement 2.5, 3.7
1.3 Assessing customer 1.2 third-party service providers M4 Provide for independent audit.
satisfaction 3.3 Independent effectiveness 2.5, 3.7 4.1 Audit charter 2.5,3.7
1.4 Management reporting 1.5 evaluation of IT services 4.2 Independence 25,37
M2 A internal control adequacy. 3.4 Independent effectiveness 2.5, 3.7 4.3 Professional ethics and 25,37
2.1 Internal control monitoring 2.2 evaluation of third-party service standards

2.2 Timely operation of internal ~ [2.1 providers 4.4 Competence 2.5,3.7
controls 3.5 Inc.iependgnt assurance of 25,37 4.5 Planning 25,37
2.3 Internal control level reporting [2.2, 2.3 compliance with laws, regulatory 4.6 Performance of audit work 25,37
2.4 Operational security and 2.4 requirements and contractual 4.7 Reporting 25,37
internal control assurance commitments 4.8 Follow-up activities 25,37
M3 Obtain independent assurance. 3.6 In(_iepende_nt assurance of 25,37

3.1 Independent security and 25,37 compllance with laws, regulatory

internal control reqwrgments and cpntractual

certification/accreditation of IT com_rmtment_s by third-party

services service providers
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