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Implementation




implementatiO'n | imploman'taSHan|

the process of putting a decision or plan into effect;
execution, to put into practical effect;

a means for achieving and end
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Processes for Governance of Enterprise IT
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A RACI chart identifies who is Responsible, Accountable, Consulted and/or Informed.
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Figure 22—Mapping COBIT 5 Enterprise Goals to [T-related Goals
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COBI'l@: Exasune Processes

EDMO3 Process Practices, Inputs/Outputs and Activities

Governance Practice Inputs Outputs
EDMO03.01 Evaluate risk management. From Description Description To
Continually examine and make judgement on the AT . e
effact of rick on the curent and future use of IT in AP012.01 grr%efrggg r;lSk issues Risk appetite guidance AP012.03
the enterprise. Consider whether the enterprise’s risk Approved risk tolerance AP012.03
appetite is appropriate and thqt risk to enterprise value levels
eI et ron DT eI Re0 MK e Outside COBIT | Enterprise risk Evaluation of risk AP012.01
management principles management activities
Activities

1. Determine the level of IT-related risk that the enterprise is willing to take to meet its objectives (risk appetite).

2. Evaluate and approve proposed IT risk tolerance thresholds against the enterprise’s acceptable risk and opportunity levels.

3. Determine the extent of alignment of the IT risk strategy to enterprise risk strategy.

4. Proactively evaluate IT risk factors in advance of pending strategic enterprise decisions and ensure that risk-aware enterprise decisions are made.

5. Determine that IT use is subject to appropriate risk assessment and evaluation, as described in relevant international and national standards.

6. Evaluate risk management activities to ensure alignment with the enterprise’s capacity for [T-related loss and leadership’s tolerance of it.

Governance Practice Inputs Outputs
EDMO03.02 Direct risk management. From Description Description To
Direct the establishment of risk management : . S
practices to provide reasonable assurance that IT risk AP012.03 %%?lﬁ?nates(:a ':Lsx's( gfro:islﬁ Risk management policies | AP012.01
management practices are appropriate to ensure mana e?n ent actions Key objectives to be AP012.01
that the actual IT risk does not exceed the board’s g monitored for risk
risk appetite. management
Outside COBIT | Enterprise risk Approved process AP012.01

management (ERM) for measuring risk

profiles and mitigation management

plans

Activiti

1. Promote an IT risk-aware culture and empower the enterprise to proactively identify IT risk, opportunity and potential business impacts.
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Project Goals and
Objectives
1

|dentify and Assess
Project Risks

4

Improve Risk
Management Process

Management
Strategies

f

Monitor Project Risk Implement Project Risk
Management Process Control Processes

T i 2

ACT

PLAN

CHECK
DO

FICHADE REVISION DE CONTROLES

Area: 9.Control de Accesos. Namero: C77
SubArea: 9.2. Gestion de Acceso de Usuarios. Sistema: SRV-ID2 Tipo: LINUX-SUSE

Resultado

Analisis

|Convol: 9.2.3. Gestion de las Contrasefias de Usuario. |0btanci6n: AcControl Fecha: 01-feb-02

m EXPOSICION

acceder al mismo pero ésta no cad ni exi: req para

3 A los usuarios del sistema se les exige una contrasefa para
g < |sucom posicion.

- |El sistema es accesible a través de:
. |1.-Red Corporativa

2.-Red de Clientes
+ |3.-Firewall ADSL

IMPACTO

Exposiclién
4-Ext.Par.

La deficiencia de este control supone un riesgo para:
1.-Int{5¥Conf(3¥Dis(4) de Produccion

Impacto
5-Muy Alto

2.-Int{5)Conf{5)'Dis(5) de Investigacion y Desarrollo CONTROL
Comentario
La permisividad en la gestion de las contrasefias de usuario suele derivar en el uso por estos de contrasefas evidentes o triviales que si ademas no se
cambian durante largos periodos de tiem po hacen ficil a posibl der a los sistemas sin necesidad de utilizar pr dimientos especial te
complejos.

Recomendacién / Solucién

Recomendamos im plantar una politica de contraselas adecuada y dado el alto nimero de sistemas de |la Sociedad estudiar la posibilidad de instalar sistemas
como SSO que faciliten la gestion de contrasefas a los usuarios y a los administradores de sistemas reduciendo asi el impacto de esta tarea en la Sociedad
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“..originality consists in
returning to the origin’
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